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“Avantiooovtag ptia anopovwpévn nAatdoppa eViog nepnyntn yio EpapUoyES
aoPpAAELAG EVOVTIOV KOKOPBOUAWV EMEKTACEWV”

NepiAnyn

OL ouyxpovoL TIEPLNYNTEG LOTOU MPOCPEPOUV OTOUC TIPOYPOAUMOTIOTEG UEYAAN
TOWKIALO  LOYUPWV OSUVATOTATWY, EMITPEMOVIAC TOUC VO MHETAPEPOUV TN AoyLKNA
epapUoywV LOTOU TIPOC TN HEPLA TWV XPNOTWV OAO Kal Meploootepo. Autr n aAlayn
napadeiypatog otoxelel otn BeAtiwon TNG TOLOTNTAG EUTIELPLOG TWV TEAKWVY XPNOTWYV,
e\alotomolwvtag TG KabuotepAoeLg SIKTUOU Kol AUEAVOVTOG TNV EMEKTACLUOTNTA TWV
umnpecLwv lotou.

JTOV TUPAVO AUTWV TWV AELTOUPYLWV PPpIlOKOVTAL Ol EMEKTACELS TIEPLNYNTWY, OL
omolie¢ €xouv mpooPBacn oe éva MAOUGCLO OUVOAO €pyoAsiwv WOTE va UMopouv va
LKOVOTIOLO0UV ELOIKEG OVAYKEC XPNOTWV, OTWG TNV Tpocapuoyr tou mepLBaAlovtog
Slemadng xpriotn 1 tov anokAelopo dtadpnuioswyv. OL EMEKTACELS €XOUV €MionG eupela
uLoBEtnon otn Blopnxavia, €xovtag yivel pia oAU dnuodAng emloyn LETAEY ETALPELWV
ToU SLaSIKTUOKOU OLKOOUOTHUATOG, Ylo TNV QVATTUEN KAl cuvtApnon TNS AOYLKNC TwV
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UTINPECLWV TOUG OTN HMEPLA TOU XPNOoTn. AuOTUXWG, KAKOPBOUAOL TOPAYOVTEG
EKUETAAAEVOVTAL CUXVA TLG ETEKTACELG YLA VO EKTEAECOUV eMBECELG TUTTOU Man-in-the-
Browser, 6mou aUTEG AELTOUPYOUV WG OXNUA KATaoKOTE(aG, NAEKTPOVIKOU PopEUaTog
KalL omatng 1§ Bapog amAnpodopnTwV XpPNOTWV. € OPLOUEVEC TIEPLUITTWOELG, N ATIOKTNON
TIAPAVOUNG TPOSPacnG OE £vVav TIPOVOULOUXO XPrioth dnuLloupyel Evav mio Loxupo dpopéa
eMiBeonGg KATA TNG UTINPEGCLAG 1 TWV TTOAVAPLOUWY XPNOTWV TNG.

Me adopun tnv ENAeWPn QMOTEAECUATIKWY OVTILETPWY ATO TOUG KUPLOUG
TMPOUNOEUTEG TEPNYNTWY, AUTA N gpyacia mpoteivel To WRIT, éva mpakTikd mAaioLo
KWOLKOL TIOU ETITPETEL OE LOTOTOTMOUG KOl TApOXOUG Umnpectwv Sladlktuou va
TIPOOTATEVOUV Kplolun AELTOUPYLKOTNTA OO KOKOPBOUAEG emektdoels. O MPWTOPXLIKOG
otoxog tou WRIT eival va dnuloupynoel Kat va dlatnpnoet éva aflomioto neptBailov
EKTEAEONC ATTOUOVWEVO TOCO ATO CUMPBATIKO KWELKA 0T LEPLA TOU XPrioTn 000 KoL Ao
ETEKTAOELG, OMOU €eLALOONTOC KWOKAC Hmopel va avamtuxBel kal va ekteAeoTel
aodaAwe. 2tn ouvéxela, to WRIT mapéxel ta anapaitnta epyadeia yia va eniBeBatwoel
NV OKEPALOTNTA TwV €EEPXOUEVWV OQITNUATWY LOTOU Kol vo emaAnBevosl tnv
auBevtikoTnTa Toug, dtacdalilovrag OtL TPoKANBNKAV Ao TNV EVEPYELA EVOC XPNOTN KOl
OXL amo KaKOBOUAN enMéKTAON.

A&loloyoupue tig 16otnteg aodaleiag tou WRIT avaAvovtag tig mbaveg emBEoeL
TIOU UIMOPEL va EKTEAECEL IO EMEKTOON EVAVTLO OTOV KWALKOL PLOG UTINPECLAC LOTOU Kall
oto 610 to WRIT. KaBe oevaplo eniBeong ekteAeitat kot dokipaletat evavria oto WRIT
oTNV MPAEN UECW HLOC UEUOVWHEVNG TIPOCAPHOCUEVNG EMEKTAONG. MPAYUATOMOLOUUE
emiong pa afloAdynon amodoong Sdokiualovrag tnv MPWTOTUTIN UAoTtoinon tou WRIT
UTO SLabOpPETIKEG cuVONKeG SikTUoU. Ta MelpApATIKA pag anoteAéopata deiyvouv oOtL
MpooBétel plo apeAntéa kabuotépnon 7.29 ms o€ eualoBnteC eVvEPYELEG TOU
EVEPYOTOLOUVTAL ATIO XPOTEC, OMWG N SNUOCiEVON EVOC UNVUUATOG OE KOWVWVLKA HECQL.
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“Developing an isolated in-browser platform for security applications against
malicious browser extensions”

Abstract

Modern web browsers offer developers a wide variety of powerful features,
enabling them to push web application logic to the user side increasingly. This paradigm
shift aims to improve end-user quality of experience by minimizing the latency and
increasing the scalability of web services.

At the core of these features lie browser extensions, which have access to a rich
set of tools so that they can satisfy unique user needs, like customizing the user interface
or blocking ads. Extensions have also seen wide adoption in the industry, becoming a very
popular avenue for companies in the web ecosystem to deploy and maintain the client
side logic of their services. Unfortunately, malicious actors often exploit extensions to
launch Man-in-the-Browser attacks, where they serve as a vehicle for spying, phishing and
fraud at the expense of unknowing users. In some cases, compromising a privileged user
opens up a more potent attack vector against the web service or its broad userbase.

Motivated by the lack of effective countermeasures by major browser vendors,
this thesis proposes WRIT, a practical framework that enables websites and web service
providers to protect critical functionality from malicious extension abuse. WRIT's primary
objective is to establish and maintain a trusted execution environment isolated both from
conventional client-sided code and extensions, where security-sensitive code can be
deployed and run safely. WRIT then provides the necessary tools to attest the integrity of
outgoing web requests and verify their authenticity, ensuring they were triggered by a
user's action and not by a malicious extension.

We evaluate WRIT's security properties by analyzing the possible attacks
extensions
can launch against a web service's client-sided code and WRIT itself. Each attack scenario
is executed and tested against WRIT in practice through an individual custom extension.
We also conduct a performance evaluation testing WRIT's prototype implementation
under varying network conditions. Our experimental results show that it adds a negligible
7.29 ms latency to sensitive actions triggered by users, such as posting a message on social
media.
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